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Iterative design has many different names.
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customer's needs and expectations,
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Attack vectors in critical infrastructure are always changing, and agencies must
move beyond just preventing cyber attacks and toward resiliency. Digital twin
modeling can help governments prepare to work through any scenario.
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Deploying systems fully designed to sustain operations during and after a cyber attack is quickly becoming
the most realistic method for keeping critical infrastructure online.

Critical infrastructures often comprise complex systems of systems (So5) running through interrelated IT
platforms, applications, operational technologies (OT) and human/machine interfaces. We depend on
systems of systems to orchestrate transportation networks, protect citizens from terrorist attacks and
sustain utility grids. The increasing convergence of IT and OT systems creates oppartunities for
exploitation that can have catastrophic consequences.
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Businesses in the Hampton Roads region and across the nation face a serious challenge getting and Cle
keeping employees in science, technology, engineering and math careers. Furthermore, the Center for D N
Talent Innovation found that women leave STEM fields in droves, with 52% of highly qualified women

waorking in the field abandoning their jobs. The result is a "leaky pipeline” for women in tech fields

where we are already facing a severe shortfall.
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A new cyber-resilient approach for warfighting platforms
By Tracy Gregorio - January-March 2023

Our nation's critical warfare assets, such as Arleigh Burke class destroyers {(DDGs) and the AEGIS
Weapons System (AWS), are uniquely difficult to protect from cyberattacks. They are examples of large
Systems of Systems (So3) running multiple concurrent mission threads, presenting vast numbers of
threat surfaces that include complex integrated systems, satellite communications links, sensor fusion
platforms and many human/machine interfaces.

Commands need those systems to have the resilience to stay on mission no matter what type of
cyberattack they are subject to. While existing defensive cyber capabilities adequately monitor for
vulnerabilities, it's been difficult, if not impessible, o identify which cyber threats pose the greatest threat
to mission effecfiveness. The resilience challenge is difficult because commands need to simultaneously
grapple with three factors;

1. Their systems and subsystems continucusly face mulfiple concurrent threats. With
wuinerability monitors flagging multiple threats, how should analysts prioritize which threats to
focus on? Which could most impact their mission or missions? Analysts need to understand if and
how those threats across information technology (IT) and operational technelogy (OT) systems
might impact their ability to complete missions through denial of service, performance degradation
or data loss.

. Cyber threat actors relentlessly create new exploits. Threats come in at such a pace that it's

unrealistic to evaluate all potential threats and vulnerabilities, to know which might succeed, and

which could compromise mission bility. A single vul ility in a critical 1t could
render a unit useless, while multiple vulnerabilities in another subsystem might mean
cyberattacks can disrupt a series of operations, while the ability to execute mission-crifical
operations remains in full force.

Deployed platforms are not static. Major platforms like the Areigh Burke class DDG have

useful lives across three decades or more, during which their IT and OT systems experience

continuous spiral updates. A commen byproduct of this, however, is that the platform drifts from its
documented design baseling through poorly documented break/fix field workarounds, unplanned
commercial-off-the-shelf (COTS) obsclescence refreshes and cumbersome configuration
management processes.

r

w

There is, however, an approach suitable for optimizing cyber risks across the most sophisticated SoSs.
Qur engineering team has been working through a pair of Small Business Innovation Research (SBIR)
programs 1o better protect parts of some of the Navy's most important warfighting platforms and
weapons system programs. These selutions involve four elements that can be readily extended to other
platforms:

1. Madel the baseline. The first step involves creating a digital twin of the complete S8 including
every subsystem, interface, data flow and mission thread, Mode! based system engineering
(MBSE) caplures the architectural and functional characteristics of each and every system
interface via a high-fidelity digital twin medel. This enables all potential cyberattack surfaces to be
captured via a disciplined and standardized engineering approach. These digital models
represent the architecture and operational behaviors through Systems Modeling Language
(SysML) diagrams spanning from the mission threads down to the IT and OT Configuration Item
(CI} levels. Each digital twin is created to represent the real-world as-is state of the platform.
Baseline m it and change it changes can then be automated to deal with
design volatility, rapid refresh/insertion rates and ensue commonality between platform variants.

. Connect intelligence repositories. The next step in the approach is to cross-reference the
digital twin against the latest threat inteli Automated are setup o
ingest, aggregale and comelate threat data from open as well as classified sources and map

r
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By TRACY GREGORIO /7 APRIL 27, 2023

Many government agencies still don't feel a compelling reason to
migrate to the cloud but a focus on cybersecurity might be the lever
you need to unlock that business.

0000

Despite the Cloud First directive of 2010 and Cloud Smart in 2019, it's been a slow process
migrating Federal systems to the cloud. It's not for lack of capacity: providers such as
Microsoft, Amazon Web Services, Google, and Oracle have all invested to create federal-
compliant cloud capacity far beyond demand.

But, while Cloud Smart provides strong guidelines on how to migrate, many agencies haven't
felt a compelling motivation for such a move. Federal contractors can unlock cloud migration
business opportunities by educating agency ClOs on how cloud platforms can enhance their
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The need for more modern-day cyber
warriors

By TRACY GREGORIO
SPECIAL TO STARS AND STRIPES  June 6, 2023

Airmen with 175th Cyber Operations, Maryland Air National Guard, train at Exercise Southern Strike at Camp Shelby,
Mississippi, April 21, 2023, Southern Strike 2023 is a large-scale, joint multinational combat exercise hosted by the
Mississippi National Guard that provides tactical level training for the full spectrum of conflict. (Renee Seruntine/U.5.
Army National Guard)
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Model-based systems engineering is widely used when designing
complex systems, but the question remains of when is it right for your
project or system.

COMMENTARY EMERGING TECHNOLOGY

Model-based system engineering is widely used by developers of complex systems-of-
systems at companies like Boeing, Ford, and Amazon Web Services. It is becoming
ir important in next-generation military sy like the Columbia-class nuclear

submarine.

U.S. military, other Federal agencies, and commercial enterprises are often intrigued by the
idea of MBSE, but are unsure whether it's appropriate for them. The ideal MBSE user designs
and develops complex systems and needs to increase the rigor of their system engineering.
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JAG's grueling but successful journey to Cloud First

By Tracy Gregorio - July-September 2023

In 2017, new information technology (IT} leaders for the U.S. Navy's Judge Advocate General's
Corps (JAG) realized their organization didn’t have a well-developed IT infrastructure to support
mission requirements. In addition, they needed to enable growth by creating a new public-facing
website, as well as handle booming workloads in case management, claims and legal support for
commanders and Sailots around the world. Taking heed of the Department of the Mavy's Cloud First
direction, they commenced a five-year. $14.3 million journey to a cloud-based digital
transformation,

There were plenty of challenges along the way, but the solutions are now live after earning an
Autherity to Operate (ATO) for a production cloud enclave — the first-such system at Naval Sea
Systems Command (MAVSEA)L the Mavy's largest systermns command.

The JAG Corps team’s experience offers perspectives that can help other commands overcome
barriers and see the benefits of cloud computing. Right from the start, there were three big
challenges: funding, skillsets and risk management framework (RMF) compliance,

Challenge #1: Funding

The Cloud First mandate did not come with funding, So, the JAG Corps IT team developed a
business case to show the value of the new applications, independent of them being in the cloud.
While cloud applications have huge benefits in flexibility and extensibility, they are not less
expensive to develop, thus the $14 million price tag. As happens with many multi-year projects,
portions of the budget disappeared in ane annual budget squeeze and had to be re-won.
Fortunately, this initiative had a high-level champion who helped ensure continuous support. The
lesson for others is te start as soen as possible and build a case around the capabilities of the
application, not simply its cloud-ness.

Challenge #2: Skillsets

Once a project is committed, teams are needed that have deep expertise in getting the most from
the cloud, including architecture, roadmap, RMF, project management and hosting.

Recently retired Mavy Capt, Matthew Beran, who previously served as JAG Corps’ division director
of IT, said, "Going into it, we had little idea of the manpower and skillsets required to handle this.”

Outside contractors fill many of the gaps, but the internal skillsets will also have to grow or evolve
as the project progresses. When looking for a development partner, ensure there is alignment on
the extent of needs, whether it's for staff augmentation, primary development, ongoing hosting or
operations,

Challenge #3: RMF compliance

When any new application is created within the Department of Defense (DoD), it has to pass
through a rigorous set of standards for compliance with the RMF. While the frameworks have been
around for years, the bar for proof of compliance has been raised and the approval processes have
become more stringent. Best practices are to plan and check for RMF compliance in every step of
the development process, from concept to requirements planning, scoping, testing and
deployment.

"RMF compliance and ATO are Byzantine processes | wouldn't wish on my waorst enemy,” Beran
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By TRACY GREGORIO // SEPTEMBER 12, 2023

Known as MBSE, model-based systems engineering offers a way to
standardize IT systems while increasing cyber resiliency.

0000

Model-based systems engineering is quietly, but consistently, becoming an important part of
the design, maintenance, and cybersecurity of the federal government’s most complex IT
platforms. MBSE supports the Department of Defense’s push towards digital engineering, and
helps designers create more effective and resilient systems of systems.

MBSE is now required in many new DoD contracts, and even skeptics are seeing benefits as
MBSE helps projects complete time-intensive Risk Management Framework activities in days
rather than weeks or months.

Butt it's a mistake tn limit MRSF's imnact tn documentinn BMF comnliance
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LS. Alr Forca photo byA1C Zachary Rufus

L1.5. Air Force Maj. Nicholas Detloff, Course of Action Management product line manager
from the 225th Air Defense Squadron, Washington Air National Guard, briefs fellow
warfighters on the capabilities of the Advanced Battle Management System (ABMS) at the
Shadow Operations Center at Nellis (ShOC-N). The ShOC-N ig contributing to the
development of ABMS via DevSecOps. (U.S. Air Force photo by AIC Zachary Rufus)

The Department of Defense (DaD) has been pushing digital engineering and cloud computing for
the past five years, but many IT systems across the Services have yet to take advantage of either.
System architects and program managers can help overcome the inertia and accelerate getting to
the benefits of these new paradigms by sharing tools and foundational apps from one command

to another.
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{(MBSE) to address systems engineering and the systems and missions they support. The digital
cybersecurity challenges. The company develops engineering models give layered context to the
and applies modeling tools and analytics to improve  way that a platform operates: not just its physical
systems engineering and uncover cyber strengths attributes, but its behavioral attributes—how
and weaknesses in tactical system design. they interrelate, downstream impact—and then
risk-scored through an overlay against open-source
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assessment tool, developed in collaboration with encompassing over a dozen open-source
PEO Integrated Warfare Systems (IWS) 1.0, the intelligence databases. This pipeline provides

developers of AEGIS Combat Systems. “What made  cybersecurity engineers with ready access to
this so special was that we were already working data that is typically constrained due to concerns
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Animportant, yet often underappreciated challenge for undersea warfare is keeping submarine systems well- WEEKLY DIGITAL
maintained and available. Every command has a budget for reliability, maintainability, and availability (RMA), but NEWSLETTER
those resources are limited and need to be carefully allocated to keep warfighting systems mission-ready. E N g a g e m e nts
For decades now, maintenance planning has been performed by seasoned engineers who understand how Sign Up 0

component lifecycles and failure rates can affect their systems. This process of expert-driven failure modes and
effects analysis (FMEA) is time consuming, expensive, and can take months to complete by veterans whose

expertise is sorely needed elsewhere. Curl’en’( |Ssue Total number of social

Additional time is also needed to evaluate changes using the Risk Management Framework (RMF), to identify en g a g eme ﬂtS
cybersecurity vulnerabilities that may degrade system availability.

Modei-Based Approach.

To address this challenge, a model-based system engineering (MBSE) approach is starting to automate failure
mode analysis, facilitating more efficient RMA planning. This shift provides additional time for design
optimization, refinement of reliability predictions, and comprehensive analysis of casualty reporting. The result is
better mission-readiness for our fleet, while consuming fewer resources.

Reliability analysis is important to ensure that a warfighting platform has no single point of failure across its
many components. Between a ship’s tight spaces and funding limitations, it’s impossible to go to sea with
spares for everything

One organization using this new MBSE approach is the Undersea Communications & Integration Program Office,
PEO C41 / Program Manager, Warfare (PMW 770). Their Program Manager, Captain David Kuhn explained, “If
spares are not available, we have to plan for alternate ways of accomplishing a mission, even if it's less
stealthily. To ensure we optimize our ability to change parts and/er have redundant paths for missions, we build
forecasts based on how often parts are used. If a component fails early and there is no spare on board, it could
be a mission kill"

The MBSE models enable program managers, like Kuhn, to create forecasts better and faster, while

tying together different engineering disciplines and stakeholder communities. “Engineers specialized in systems
design, cyber, and reliably each have their own approach”” said Kuhn. "They need different views and have
histerically used different models. Mow they use the same model, each getting the views they need, and enabling
analysis that just couldn’t be done befare”

Confidence in Outcomes
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MBSE models can be used to generate impact assessments that help decision makers

understand the likelihood of system availability and to eptimize maintenance schedules or
plan for spares.

Model Based System Engineering advances
enterprise reliability, availability, and maintainability.

By Tracy Gregorio, G2 Ops

VIDEOQ: Pros And Cons Of Condition

As infrastructures increase in complexity to become integrated “systems of systems” Monitoring Services

that include components created and managed by different entities, ensuring their

reliability, availability, and overall operational resilience becomes more challenging.

The challenge is spreading across industry and public infrastructure with the arrival of ABOUT THE AUTHOR
autonomous vehicles, smart cities, and multi-directional power grids. The U.S. military
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Nianaging the complex ecosystem of a new 5G DoD
smart warehouse

Eal Tracy Gregorio
f 2 December 11, 2023 5:02 pm @ 4minread

5G technology enables many new applications across commercial sectors, government
and our military. This latest wireless platform is expected to power autonomous vehicles,
smart cities, remote healthcare, next-generation agriculture and more.

NTARY

EEEEaE

The Defense Department'’s FutureG Office within the Office of the Under Secretary of
Defense for Research and Engineering is working to develop a 5G smart warehouse for
U.S. Naval Base Coronado. The project aims to solve some of the Navy's most complex
logistics challenges while serving as a DoD testbed for multiple state-of-the-art
technologies and applications. The smart warehouse project is intended to be a standard
setter for how the DoD innovates with advanced technology. It fits into a broader set of
initiatives to help improve the readiness of our fighting forces by circumventing human
error to keep us all safer.

The smart warehouse

The 5G smart warehouse is expected to increase efficiencies across inventory
management, storage, receiving. shipping and delivery. It is also expected to reduce lost,
stolen or damaged materials while fulfilling orders faster and more accurately.

The 5G smart warehouse includes a private 5G network to provide reliable, high-
performance and highly secure communicatiens transport. The 5G network is designed to
support multiple advanced technelogies and applications, such as radio frequency
identification, augmented reality, autonomous robots, and internet of things solutions.

Joinus Jan. 4 at 2 p.m. EST for adiscussion with agency and industry leaders on how
data strategy can improve agency mission outcomes, sponsored by LexisNexis. | CPE

credit eligible

Interoperability, cybersecurity and operational resiliency across 5G network subsystems
can be particularly challenging due to each subsystem technology's diversity,
interdependence and rapid evolution. An essential resource to ensuring all those elements
waork smoothly together is model-based system engineering (MBSE).

MBSE has been around for years, but is relatively nascent within DoD. It has become
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By Corren McCoy
March 27, 2024

rees Cyberspace Command

The power balance in modern warfare increasingly hinges on which side has the greater
information advantage, which makes eybersecurity an essential priority. Information advantage
is best realized when warfighting systems can instantly communicate to orchestrate systems
involving personnel and manned and unmanned weapon systems deployed across land, air, sea,

and space. For simplicity, we call such Rubik’'s Cubes “multi-domain systems.”
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